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Security Strategy Development Approaches
Introduction
It is important to note that different firms have handled the challenge of security management via different means. Conventionally, different businesses adopt a bottom-up security strategy where operational staff plays a vital role in initiating the process then propagate their results upward to management as suggested policy recommends. Because management has no adequate data on the threat’s association, its implications, possible return, approach to enforce security, as well as concepts on resource allocation (Armstrong, 2009). Notably, the approach above has sparked a fiasco. Research indicates that a bottom-up incident driven security strategy development approach rarely delivers excellent outcomes because it is concentrated on addressing point issues or even symptoms as well as ignores the main causes. The method above is operated from a technical expertise of the information technology department as well as can lack participant support not forgetting organizational staying power. 
On the other hand, the top-down security strategy has proved to be successful. In this case, a firm’s management comprehends the seriousness as well as initiates the process that is then systematically percolated down to operations department (Armstrong, 2009). It is noteworthy that the top-down vision driven security strategy development method starts with management developing a framework for starting as well as enforcing security practices in a firm. In this case, a company’s management is allowed to consult the federal information security management, which in turn focuses on the demand for management hierarchy as well as a delegation of roles. 
The success of the aforementioned security approach depends on management aligning its goals with the recommendations of the new standards. Notably, the top-down security strategy plays a significant role in maintaining a chain of command that offers stability as well as direction as far as security is concerned. With that said, it is clear that senior-level managers take part in driving the top-down method and they use a risk grounded strategy (Armstrong, 2009). On the same note, they make sure that adequate and effective resources, as well as funding, are prevalent to attain success. In simple terms, this approach enjoys strong upper management support and focused individuals who have a clear planning and enforcement process as well as have a direct way of influencing the prevailing organizational culture.  
Key Challenges
The key challenge of bottom-up security approach requires organizations to make significant transformations to the firm as well as enforcement later on the process. Consequently, one might end up spending a substantial amount of time, financial resources, as well as implementation resources on a particular project as compared to the top-down method. In most cases, this is a fundamental challenge for struggling and small enterprises or for firms that require following a strict budget. 
On the other hand, the top-down security approach does not involve other workers in a firm in the process of attaining information technology security. In this case, many individuals with excellent expertise and talent are left out in this process (Armstrong, 2009). On the same note, unspecified needs and demands, as well as expectations, can contribute to misunderstandings that can lead to failure. It is unfortunate that many employees are not included in the security process; therefore, they do not comprehend the details of the security process in question. Precisely, managers have the duty to communicate the objectives that upper management has set.  
Comparison and Contrast
In a top-down security approach, managers are responsible for initiating the information security process and proceeds down to the operations staff. Notably, this method begins with management developing a framework that starts and implements security practices in an organization. On the other hand, bottom-up security approach is where the operational department takes part in initiating the information security process then the results are propagated to the upper management (Kajava & Siponen, 2005). On the same note, bottom-up is considered a traditional security approach while top-down a modern strategy used for information security in many organizations. However, both approaches provide information security measures that prevent an organization from cyber-attacks and other information attack risks. 
The Better Approach
[bookmark: _GoBack]Cyber risk advocate for a top-down approach as the most effective method. The reason is that the approach at hand plays a critical part in determining, evaluating, as well as responding to available risks and communicating the results to the appropriate parties in a timely way. The strategy allows a firm's risk management to identify an acceptable degree of risk as well as computing the available level of risk, accepting the degree of risk, or even taking adequate steps to mitigate risk to the acceptable level (Cyber Risk, 2016). Furthermore, top-down is considered an effective security program that offers an efficient linkage between the firms’ goals as well as the controls, which are put into place to protect its vital information assets. Lastly, this approach takes part in aligning efforts to allow companies to reach their enterprise goals while reducing the risk to attain the aforementioned objectives. 

Conclusion
Overall, both bottom-up and top-down security approaches take part in protecting firms’ information from cyber-attacks. Both of them are considered effective; however, a top-down method is regarded effective because it offers an efficient linkage between the organization’s objectives as well as the controls, which are put into place to protect its vital information assets. Simply put, the approach allows a firm’s management to align its objectives with the recommendations of the new standards.
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